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Banking Organizations Are in a Digital Deadlock 
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61% of banks worldwide are in "digital deadlock" according to IDC' research. Although nearly 100% of banks acknowledge the need for digital 
transformation, the "deadlocked" institutions have not gone beyond the stage at which digital initiatives are repeatable and well managed. And only 30% of 
banks have achieved the innovative or disruptive stages where they are gaining competitive advantage through digital transformation.

One of the challenges in moving forward with digital transformation is the 
di�culty in managing what has traditionally been an extraordinarily siloed 
data environment. As the organization has grown over decades of 
aggregated technologies, point solutions developed to address specific 
lines of business have created an environment of islands of data separated 
by diverse formats, dissimilar transaction and archiving requirements, and 
challenges in integration. Historically, e�orts to overcome challenges 
created by such siloed environments resulted in point-to-point integration 
of disparate systems, or manual integration of the data. 

   I  2

Many banks are at 
a DX deadlock... 30% 31%

22%

8%9%

Source: IDC, Worldwide Digital Transformation Maturity Model Benchmark. 2017;n=1818. May 2017
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This lack of integration challenges the institution:

Customer experience is disjointed, based on the products, 
channels, and customer types,

Monetization of data is limited due to a lack of data integration. 

Analytics are imperfect because of the inability to fully leverage 
data relevant to the business. 
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Trying to overcome these challenges without a forward-looking and technology-led architecture necessitates manual reconciliation, which is a costly 
and slow approach. To advance transformation e�orts faster, there needs to be a reconciliation and integration of this data (physically or virtually) to 
maximize the inherent opportunities.

The banking industry recognizes the importance of overcoming these data challenges, but execution is often lacking. In a recent IDC survey of U.S. 
banks, Big Data was one of the top 2 most important initiatives in the coming year (analytics was the other top response). Yet, less than half of the 
same respondents declared that there were Big Data platforms in production at their bank. And of those, only half reported that the Big Data 
solutions were implemented enterprisewide.

To achieve digital transformation and participate in a connected banking strategy, decades of siloed applications 
and data repositories must be brought together in an open data architecture that can:

Manage diverse data sources and formats

Quickly identify and reconcile exceptions in the data

Enable open access to both internal and external stakeholders

Consider the criticality and time-sensitive nature of some data

Ensure that data is kept secure and private in compliance with regulations
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IDC defines connected banking as the institution's 
proactive use of open APIs and data management as the 

basis of a digital architecture to facilitate the creation of value 
though faster internal innovation and connectivity with 

external sources of data and processes.

Digital transformation in banking will be driven by a connected banking strategy that enables the creation of value through open internal architectures 
and the ability to connect to external sources of value.

The bank's enterprise architecture will transform through the use of open 
APIs, microservices, and agile development. As part of this transformation, 
the data that is locked up in discrete and siloed systems will be liberated 
— available for lines of business and IT to leverage much more easily. 
Additionally, the inherent openness of the architecture improves 
collaboration with external partners to bring new sources of value for the 
bank's customers.

Product managers to compose new products by linking microservices (or functional 
components) instead of developing them and by leveraging more data resources 
through enterprise data management.

New business models that use data from external partners (financial and non-financial) 
to create fundamentally innovative new products and services.

Faster response to changing market conditions through agile and open infrastructures.

The connected bank will enable:

Driving Transformational Value Through Data in Connected Banking
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Global DX spending in banking will reach $49.6 billion by the end of 2019, growing 
at 17% annually.

When asked to rank their top digital transformation initiative, more banks worldwide 
(33% of respondents) chose "To create new business models and develop new 
digital revenue streams with new products or services," than any other initiative.

Connected banking is the foundation upon which digital transformation will 
achieve its ultimate goals. 
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Connected Banking

1 Truly individualized o�ers – Both in-branch and through digital channels

 
Financial crime detection and prevention – Specifically advanced AML and fraud capabilities

Customer onboarding – Improving digital and in-branch customer onboarding and enabling 
intelligent KYC capabilities

Business and IT process reengineering

As banks begin to take advantage of the new opportunities a�orded by connected 
banking, they are proceeding through the implementation of tactical use cases — 
discretely funded projects with expected business outcomes — while simultaneously 
modernizing their core. Four of these use cases are described here:
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Truly individualized o�ers
Use Case 1
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System requirements
The customer data platform collects customer information across deposit, lending, card, trust, small business, and corporate business lines and creates a holistic 
view of every individual, as well as the links between individuals (a person may be a small business owner, and parent of another bank customer as well, for 
example). Data from external sources, such as credit bureaus, social media, or payments, is also used to build a fuller view of the customer, enabling 
individualized analysis. To this end, the technology requires a way to integrate and normalize data from multiple sources and formats, automatically reconcile 
with existing data stores, make the data available across multiple business platforms, analyze the data in real time and in the context of other customer data, and 
do so at scale. Additionally, the CDP must be built using open API frameworks to maximize future integration opportunities.

Objectives
Banks want to deliver the next level of targeted 
products and services that are more closely 
aligned to the individual customer's lifestyle 
and pinpoint needs at the exact time when 
those products and services are needed.

Solution
A customer data platform (CDP) aggregates pertinent customer information 
across the individual lines of business and external sources of data like 
demographics or payments, allowing for di�erences in data structure. Bringing 
that information together allows for advanced, predictive, and real-time analytics 
to create "segments of one" that can react quickly to customer life events or 
even real-time behaviors, such as instant credit opportunities. 

Challenge
Most institutions still approach customer marketing through segments — every customer is placed into 
one (or a few) of a limited number of categories that broadly align with the needs of the segment. This 
is because the customer data is separated across the siloed business systems, making individualized 
o�ers almost impossible. Additionally, analysis of that data is almost always done in a batch process, so 
point-of-need decisions and o�ers cannot be made when the customer needs them, in real time.

Benefits
IDC data shows that consumers are willing to provide personal 
information if the o�ers they receive from banks are relevant to 
their lives. The conversion rate for products and services increases 
as the o�erings are increasingly individualized, and the bank's 
marketing e�orts become much more e�ective through the use of 
a CDP and advanced analytics to create "segments of one."
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Financial crime detection and prevention
Use Case 2
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System requirements
Modern fraud detection/prevention platforms must be built on open API architectures integrated with a real-time data management solution that 
can integrate with multiple internal business processes such as consumer payments and corporate transaction banking, and that brings in data 
sources (such as AML services) from outside the institution. 

Objectives
Banks want to detect and/or prevent financial crime, consisting of 
everything from breaches to cyberattacks to fraud, as quickly as possible 
to comply with regulations and maintain customer trust. 

Solution
Banks need a data management platform that can operate at the 
speed of the bank's real-time transaction systems — such as payments 
— and that can aggregate information from a variety of internal and 
external sources to "feed" modern AI/ML-based fraud and cyber 
security systems.

Challenge
It is said that when banks build a 10-foot wall, bad actors will build a 
15-foot ladder. Data latency and legacy rules-based systems simply can't 
keep up with the pace and variety of threats today.

Benefits
In addition to complying with existing regulations such as GDPR, 
SOX, and BCBS, modern data management platforms are open 
and flexible enough to respond to new regulations very quickly. 
Customer trust and loyalty increases as the institution is able to 
better protect the customer's assets.
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Customer onboarding and know your customer (KYC)
Use Case 3
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System requirements
Improved onboarding, including KYC, demands a data platform that can establish relationships and monitor transactions in real time, using information 
from across the lines of business. Such a solution is ready at the point of contact to provide quick KYC decisions. The platform must also be open to 
e�ciently integrating data from external sources of customer vetting, be they credit bureaus or large KYC registries. 

Objectives
Before beginning any new relationship, and throughout the life of some 
relationships, banks must verify the identity of the retail, small business, or 
corporate customer to protect the institution from bad actors. Similarly, retail 
banks must identify the sources of funds for any new customer to ensure that 
the source of funding isn't fraudulent or nefarious. 

Solution
E�ective and e�cient onboarding is possible when the system is able to automatically 
access and process information across the entire organization as quickly as possible. For 
example, a new small business account may originate from a pre-existing consumer 
relationship, where the customer is already known. Onboarding becomes even more 
e�ective when the bank is able to draw on the community of other institutions that have 
established "KYC registries" that have already done some of the due diligence necessary 
to vet the customer. 

Challenge
Because of the siloed nature of most data at the bank, KYC processes are onerous 
for both the institution and the customer, causing undue friction in the onboarding 
process, particularly when a customer is mistakenly flagged as a bad actor. 
Resolution of such events is typically manual, causing even more delay.

Benefits
Here again the benefit to the bank is twofold. The institution is 
protecting itself from potential liability and fines for regulatory 
non-compliance and from financial loss through the actions of 
potential bad actors. The customer also benefits from a faster and 
more e�cient onboarding experience, creating competitive 
di�erentiation in the market.
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Business and IT process reengineering
Use Case 4
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System requirements
Process audits will reveal commonalities across business and/or IT operations data and processes that can be used to map modern data platform architectures. In both 
cases, business and IT data need to be normalized as much as possible to create leverageable resources. But attention must be paid to the latency sensitivity of many 
processes, such as system monitoring, that will not tolerate latency. Again, the data platforms built as the basis of process reengineering will feed AI/ML-based 
intelligent process automation technologies that leverage the strength of the robust data platforms.

Objectives
Operations processing is a potential source of significant 
cost savings if the business and IT processes can be 
automated, freeing-up budget to fund transformative 
initiatives to grow the business. At the same time, more 
e�cient operations make the institution nimbler and better 
able to respond to market changes.

Solution
The key, again, is the automated aggregation and reconciliation of process 
and operational data to enable consistency, or at least minimize the 
inconsistencies, of operations. There are ine�ciencies in business operations 
today, such as multiple compliance systems, that could leverage a single, 
aggregated source of customer data and thus gain e�ciencies. The 
maintenance of the bank's technology infrastructure also benefits from a 
normalized data environment that is easier to use and manage. Intelligent 
process automation (IPA) using AI/ML can better leverage operational data 
to maximize the e�ciencies and speeds of business decisioning.

Challenge
As is the case with customer data, business and IT data that drives the bank's operations is split 
across every system in its infrastructure. Complex business processes such as lending origination 
often use manual resources to "tie-together" disparate components of the chain in order to deliver 
those products and services. Similarly, as the bank's infrastructure evolved over decades, the care 
and feeding of those distinct systems became a challenge due to siloed data, incompatible data 
formats, and inconsistent monitoring needs.

Benefits
Such a data-based approach to process re-engineering has the potential to 
improve speed and accuracy in important, revenue-generating areas like lending 
origination, where banks are seeing the most pressure from non-traditional financial 
services companies. By automating the data and processes in business operations, 
costly manual e�orts and the risk of human errors are significantly reduced. For the 
IT group, its ability to maintain an increasing number of systems and platforms is 
improved through the use of common and consistent data and processes across a 
variety of infrastructure platforms. Ultimately, the automation of business and IT 
processes based on modern data platforms creates e�ciencies that can be 
leveraged to fund business growth.
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Data Management Solutions Optimized for Connected Banking
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Today's banks operate in a world where smaller, faster fintech companies are vying for customer loyalty and revenue. In order to compete, existing institutions must modernize 
their technology and data infrastructure to become much more nimble and able to react to a fast-paced world.

Connected banking architecture requires a data management system that is optimized for agility and openness. This architecture is the life blood of the digitally transformed bank. 

This new architecture overcomes the challenges of traditional legacy environments:

Access data where it lives, either internal to the bank or from external partners
Govern and secure the data to ensure privacy, reduce fraud, and comply with regulations

Open the data to the disparate lines of business
Make the data available in real time for those functions that are time-critical

Incumbent Data Management Solutions Data Management Solutions for the Connected Bank

Separate systems of record and analysis

Manual queries on separate analytic databases

Manually developed ETL scripts and batch programs 

Limited scalability

Data comes from internal sources 

Data must conform to a specific structure and format

Internal systems with external interfaces

Optimized for transaction processing or queries against 
structured data

Converged data systems of record, analysis, and engagement

Comprehensive analytical capabilities

Complete set of interoperability capabilities (e.g., integration, transformation, orchestration, 
API management)

Dynamically scalable to handle Big Data applications 

Data comes from both internal and external sources, including business partners, purchased data services, 
sensors, and the Internet of Things (IoT), and is connected and secured through controlled API libraries

Data can be variable (e.g., natural language content, documents, semi-structured data), 
and can change in form 

Blend of internal and external systems, mobile applications, and self-managing 
systems using AI/ML

Designed to support agile development of customer experience (CX) applications, and for 
real-time analytic transaction processing (ATP)

It is extremely di�cult to modernize legacy systems by replacing legacy data infrastructures "en-masse." Rather, modern data management capabilities must be introduced 
progressively, with little-to-no disruption to existing operations. 

Programs run fixed algorithms Ability to embed AI and machine learning capabilities to develop smarter processes 
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Data management solutions optimized for Connected Banking allow the institution to:
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Is
Open and

Agile

Provides
Enterprise-Grade

Security

Easy to Develop,
Integrate, and

Deploy

Processes real-time transactions and events with simultaneous analytics and decisioning
Supports a variety of data formats – relational structures, graphs, tagged documents, unstructured text, etc.

Manages internal data as well as data from external sources
Supports a variety of uses – access by users, analytic systems, transactional and ATP systems, graph analytics, cognitive computing, etc.

Includes natural language processing (NLP)
Is dynamically scalable

Complies with all local and general regulations
Ensures privacy and protects against data breach
Encrypts data in various stages of transport and storage

Supports standard data access and manipulation APIs and languages including SQL, Java, Python, C
Supports open analytics – open source, R language, AI, ML, Apache Spark, data visualization tools

Provides a unified development environment 
Is interoperable with existing systems 
O�ers flexible deployment option – e.g., datacenter, cloud, cluster
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Selecting the Right Data Management Solution for the DX Platform 
To align with connected banking and succeed in their goal of digital transformation, banks should select a data management solution 
with the following attributes:
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